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Positions and Job Descriptions

2001 – Present 
BTS Crime Lab - Chippewa Falls, WI
Director of Labs. 
Computer forensics, Audio/ Video Enhancement, 3D re-enactment Animations, 
Crime Scene Response, Evidence Protection and Collection, Latent Prints, 
Docu-ment & Handwriting Analysis, Ballistics, Tool Markings, Scientific Case 
File Analy-sis.  
Design and perform controlled crash recreations

1995 – Present
Tactical Surveillance Insertion Team - Chippewa Falls WI
C.O.O/ Owner.
Contract surveillance services to government agencies, law enforcement, 
corpora-tions and Technical Surveillance Counter-measures.  
Nationwide response.  Rapid-Deployment systems designer.

1994 – Present 
Bureau Of Technical Services - Chippewa Falls WI
President/ CEO. 
System Designer of state-of-the-art surveillance equipment related to the needs 
of government, law enforcement and corporate investigation.
Inventor and patent holder of battery powered digital video technology 
Tardis AV...Worlds first Audio/Video recorder for covert use.
Over 50 custom quick response kits with equipment for forensic, surveillance 
and investigation.

   Inventor of Wristcam....First video camera in a wristwatch.

1990 – Present 
Knight Hawk Investigations - Chippewa Falls WI
Owner
Experienced interviewer.  
Investigations specializing in criminal and civil cases, intellectual property 
theft. Defense case file analysis for scientific and statement evidence.

2009 - 2016 PAWLI
President - Professional Association Of Wisconsin Licensed 
Investigators

2005 – Present  Wisconsin courts designated expert witness
Digital forensics, Audio / video enhancement and technology, 3D event re-
enact-ment, reconstruction.

Tactical Surveillance
Bureau Of Technical Services
Knight Hawk Investigations

James Greenwold

P.O. Box 191    Chippewa Falls, WI 54729

715.726.1400
tacticalsurveillance.com

jlg@tacticalsurveillance.com
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Law Enforcement Institute Center
2004 -2006 One year study in a series of concentrations, 3 to 4 weeks 
each.

Fire & Arson Investigation, 		
Explosion & Bomb Scene Investigation, 
Evaluating Eyewitness Evidence, 
Counter-terrorism Intelligence Gathering 
Faces Composite Picture Technician, 

		





 DNA Evidence Investigation, 
Electronic Crime Scene Investigation, Forensic Service Specialist

John Millner and Associates
1995		 Advanced Interview and Interrogation Techniques

Association of Certified Fraud Examiners
1994		 Fraud Investigations Techniques 

North Houston Community College
1988		 The American System Of Criminal Justice   

   University of California, San Diego
1979 – 1983 Applied Mechanics and Engineering Sciences, 

Physics, Economics

   US Navy
1971 – 1979    Defensive & Surveillance Countermeasures - 

(Counter surveillance and intelligence)
Electronic Engineering -	(Military training 2 years)
Business Law / Contracts - (Certificate Classes)

Additional Training
• Many classes with Sirchie for fingerprint analysis including the computer com-

parison software for the BTS lab.
• Access Data software and training for computer and digital forensics recov-

ery of deleted evidence, analysis of file history and therefore, activity of the
owners.

• Advance software for Audio and video forensic work and enhancement capa-
bilities.

• 3D animation software for re-enactments and model building for scene con-
struction and analysis.

Previous
Idea Machine - Conroe TX
1985 – 1989 Founder/ Coordinator
Designed creative innovations in the fields of control electronics, hydraulics, 
tactical law enforcement equipment, mechanical and electronic design.

• DynacompTM - 3 stage recoil compensator for semi-auto handgun (60% rdctn) 
• Electric over hydraulic automated tool manufacturing station
• Sound suppressor for Mac 10
• Automated Targeting systems for shooting range
• Gatling gun Microphone for long-range audio recording

M/A-Com Systems Net - San Diego, CA
1981 – 1985 Supervisor Mechanical Engineering Lab 
Prototype design and fabrication of thermal and fluid flow analysis,

• Design of commercial & military projects for orbital platforms.
• Digital video orbital communications systems. 

•
•

MilStar and Video Cypher projects
Secret Crypto Security Classification.
University Of California - San Diego, CA
1980 – 1981 Engineer
Designed and constructed electronic laboratory test instruments for the AMES 
research laboratory water tunnel experiments.
Conic Data Systems - San Diego, CA
1979 -1980 Engineer
Constructed and tested cruise missile guidance circuits.
US Government
1971 -1979  Classified Positions
Secret Crypto Security Classification. Field operations engineering, Defensive 
Elec-tronic Countermeasures, Surveillance and Communications. 
Education
Every Year PAWLI Annual Training Conference
20 + CEUs Annually 3-Day Conferences of Continuing Education for 
Investigators. Techniques, tactics, legal and resources for investigation.

		  Micro-expression Technique Training
	




Physical Evidence Handling
Criminalistics
Practical lab work.

		


 Chemistry in Crime
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Patents 6,845,2156	 Body-carry-able, digital storage medium, audio/video 
recording assembly World’s first battery powered digital video recorder
1999	 Started design
2001	 Completed Design and began manufacturing
2002	 Applied for Patent
2007	 Received Patent

Presentations
Computer forensics
Audio / video enhancement, 
3D event re-enactment, 
Trace evidence collection and protection.  
Evidence collection and protection,
Surveillance tactics and equipment. 

Published Papers
Using Tracking Technology - Surveillance Tracking Through History
The Power of 3D Animation in The Courts
Securing the Crime Scene, Protecting and Documenting the Evidence

Theoretical Physics: 
White Paper and Animation on Particle Physics and Big Bang alternatives.
Particle Entanglement, Universal Expansion, Dark Matter, 
Parallel Dimensional subsets

UCSD Admission Paper
Aerodynamic Lifting Body using Circular Airfoil & Gyro Inertial Navigation.

Organizations
President - Professional Association Of Wisconsin Licensed Investigators
Since 2009 re-elected to 2016
National Association of Investigative Specialists
Since 2002
Mensa International & American Mensa (160+) 
Since 1979

Past Affiliations
International Practical Shooters Confederation

Pistol 	 3.5 seconds: Barretta 92SBC 
Targets 5 - 8” steel @ 25 yds from surrender position
Rifle	 5 Shot 3” group: Bolt-action 30-06 8x scope 500 yds

PADI Divemaster 1989 - 1995
Sports Car Club Of America  1972 - 1988

1987 - Evasive Driving Techniques - Texas State Guard
1984 - Cross Country Gumball Rally. Boston to San Diego in 36 hours
1978 - Riverside International Raceway - SCCA Regional
1972 - 1985 Weekly SOLO Regional Racing many venues

Kung Fu  Northern Shaolin Styles Praying Mantis -White Crane
Rock Climbing Difficulty rating up to 5.10

PAWLI Annual Conference
Runs over a 3 day period bringing continuing education credits specifically 
formatted to the Professional Investigator.
As an example, here is the titles of the classes presented in an average 3 
years:

2012 Pawli CEU Training
Interviews and Interrogation,  CCW Tactics and Laws,  CCW 4 Hr Workshop  
Courtroom Demeanor and Trial Prep,
Obtaining Discovery w/ Prosecution resistance  
Advanced Internet Searching,  E-Myth How to Grow Your Business  
Website Development,  Criminal Defense 101, Working W/Public Defenders  
Executive Protection 101,  Surveillance Tactics and Equipment,  Process 
Serving 101  
Becoming a CLI  

2013 Pawli CEU Training
Death Investigations - Beers,  Homicide Invest & Prosecution,  Terrorism-
Security Challenge,  Death Investigations-Rogalska,  Digital Invest For Non-
techs  
Latest Spy-ware,  Careers in Digital Forensics,  CCW Laws and Policies  
Importance of a Good Report,  Working With Forensic Experts  
Forensic Interviewing,  Surveillance Tips,  Interviewing Basics  
Courtroom Procedures,  Social Media Investigations  

2014 Pawli CEU Training
Operating Auto Intoxicated Investigations,  Financial Investigations  
Liars and Detection,  Eye Witness Investigation,  Homicide Investigation  Digital 
Investigations,  Surveillance Strategies,  Writing Reports  
Executive Protection,  Sexual Assault Investigations,  Homeland Security Issues  

Self and Individual Class Study
Improvised Explosives
Special Forces Demolition
Ground Search Techniques
Handwriting Analysis
Collision Investigation, Reconstruction
Certified Fraud Investigations
Interview and Interrogations Techniques
Perimeter Security and Locksmithing
Drug Testing in Hair
Video Retrieval Best Practices - FBI Standards
Fire and Arson Chemical Analysis
Digital Photo Forensics
Social Media Investigations
Practical Crime Scene Investigations
Physical Evidence Handbook  - Wisconsin Attorney General Publication
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Government Training  (Unclassified)



Mr. Greenwold is the owner and de-
signer of all operations of Tactical 
Surveillance and has the extensive 

background to support all.

This document is to introduce the 
basic foundation for this experi-

ence for which every year consid-
erable training and resources are 

added.  

The topics of the training and expe-
rience, crosses over among avail-
able services.  This document tries 
to organize it is a way that would 
sufficiently represent this broad 

knowledge base.

Knight Hawk Investigation
This division is licensed with the State of Wisconsin as a

Professional Investigator agency since 1990.

Bureau Of Technical Services
This is the scientific division.  All scientific evidence obtained 

during an investigation is subject to analysis.  The gathering of 
this evidence from the scene and or submitted by other means is 
processed in the lab for all aspects of case interest.  The report of 

this analysis is submitted to the client and / or the client’s
attorney to be used as needed.

Tactical Surveillance Insertion Team
TSIT is the tactical team responsible for rapid dispatch to field 

locations where technical surveillance is incorporated.  The team 
is trained to work both sides of the equation.  The installation of 

surveillance equipment to enhance security or to sweep a 
location to find equipment installed under

unauthorized conditions.
Government trained and practiced since 1972

The Definition of "Investigation" Has Evolved
What once was a trip to the public library, where your favorite uncomfortable 
chair was waiting for you. Maybe a day of form filling a t the courthouse. 
Most information was usually available in only a few locations.
Now, day-to-day exploits are documented in text, audio and video, for 
friends and the rest of the world. Search engines comb the planet for key-
word information.  The result is looking for a needle in a needle stack.
Review
Case File Analysis is the process of surveying discovery for technical and 
scientific evidence. And evaluating inconsistencies for significance.
Verify
Initial case file finds questions, making a shopping li st of  in formation we 
don't have: 
Background reports, Phone bills,   Statements,  Police reports.
We need to check everything.
• The video from the parking lot that may show a different story.
• The body-wire audio and the transcript may not agree.
• A phone bill that says she was in Las Vegas, the odometer says

something else.
• His phone data puts him there at the time. Earlier data puts him 100 miles away.

Develop 

• Going back to the scene,
• A threat of violation requires protection.
• Prove that it is real before it gets worse.
• Information is getting out. Find the leak and

plug it. Then work on what is out.
• Find witnesses.
• Document activity.
• Fill in the holes.
• Build time line.

Analyze
• Two way traffic between develop and analyze.
• Information on camera file numbering system.
• Re-interview witness.
• Video has problems.
• Body-wire audio covered by background noise
• Pictures are on a flash card but others deleted.

Cell Phone Tower Tracking Data
• Subjects show deception during the interviews.
• Information in the course of action is chosen.

Implement
• A list of suggested question for cross or direct that

are designed to bring out the evidential failing found.
• Find the expert witness that matches the topic.
• Create presentations in audio/video and slides.
• Supporting 3D animation to show the incident.

We are your support team until the case 
is closed.

Luckily we have all of it in house.

Knight Hawk Investigations
A More Comprehensive Definition
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Professional Investigation
Investigation is not the profession, it is a process.  No matter what type of case is involved, investigation is a tool that is 
universal.  The difference is in the subject.  Whether civil, criminal, fire, electronic, fraud or any other type of inquiry; study 

is required to thoroughly understanding the topic.
If you know everything about how to embezzle from the employer, 
an expert on all the possible ways that it could have been done, then 
you know what evidence would have to have been left behind. So 
that is the first place to look.  Finding the expected confirms the 
theory.  If that evidence does not exist in that location, then you look 
at an alternative way it could have happened. 
Looking for evidence is the process of investigation, but if you 
don’t know ahead what you are looking for, you will not be successful.
Knowing what to look for and where, is expe-
rience.  Gathering the evidence requires pro-
ficiency in the resources.  Understanding 
the significance of what you find, is the 
science.  Putting these pieces together is 
success.

Click 
to ex-
pand  

books
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Statement Analysis
Statements are gathered from witnesses, policy makers and case primaries.  And even if every 
one is telling their truth, the stories will still be different.  The difference comes from what a per-
son is habited to notice: how well they remember details and what activities keeps their attention.  
In addition, each may have a personal reason for leaving something out or changing a detail. 
Why would they remember it like that?  Why did they use those 
words?  If interpreted differently, would their recount fit the known?
Statements come to discovery in different forms: 

Direct interviews, 
Video or audio interviews, 
Written statements by the witness, 
Investigators written reports. 

Analysis of statements require using every sense to see reactions, 
and listen to the way things are expressed and discover possible deception.   
It is not that any one element would mean the whole statement is suspect, it 
just calls for further scrutiny in the comparison with other sources. 
Gleaning information and context from statements, whether recorded or 
written, is a practiced expertise.  Following through with applying the data 
to a format that allows the logical progression through the event, finding 
holes and discrepancies that need to be sorted to gain the facts of the 
incident.The ability to access and use software that can identify additional witnesses with more informa-

tion on the incident.  Putting a name to the unknown witness from only a witness’ description.
All evidence has one thing in common.  It 
happened at a particular time.  The time line 
has been the best tool to put the pieces to-
gether. Everything takes time and creates a 
reaction from the involved....a motivation.  
 
The event that finally makes a person do 
the thing they had been only thinking about.

That is statement analysis.
Click to expand 
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Fraud Investigations
Fraud: Deceit, trickery, sharp practice, or breach of confidence, perpetrated for profit or to gain some 
unfair or dishonest advantage.

The opportunity for an act of fraud is when there is a relationship, usually a business relationship, 
developed between the perpetrator and the victim, either in personal contact or through documents.

An employee with access to an employers money, a care giver with a client, an investor with the trader. 
But with the advent of access to personal information on-line, identity theft is by far the greatest threat.

As the official definition above tells us, there is deceit and trickery involved.  The forging of documents, 
the undisclosed or deceptive small print on the contract, the altered contracts, theft of checks, etc.  

Since this crime is based on documents and their paths, the understanding of the way documents are normally handled is 
important.  As mentioned before if you know every way that the theft can be done, then you just have to go look at where the 
evidence should be.  

If forged checks: then how have all the other checks been handled?  How was it received, where was it deposited, how was it 
deposited, is the signature correct?
If in the work place: Who has access to the money system, how much is missing, who is in charge of billing, invoices, receipts, 

books?  Are all invoices from valid vendors?  Knowing the system!

There are two ways that a case like this is resolved:
1. If the crime is opportune, then there will be holes in the chain.
Missing documents that show the lack of access by the perpetrator.
2. If the system is set up by an expert in the system.  Then we are
looking for forged or faked documents.  Everything is there and in its
	place but it just doesn’t add up.  Documents are to be questioned.

Questioned Documents
The investigation has uncovered documents that are suspect.  Maybe the signature looks questionable or even too good.  Maybe the ven-
dor is a company that no one has heard of.  Maybe the checks could have been altered.  

Lab tests on these documents can prove the authenticity of all the aspects in question.  Handwriting, 
paper, watermarks comparison.  Reflectometry on the ink used.  An analysis on the printers available 
to the suspect pool compared to the document.  This is where investigation and science work together.

Sometimes when the document is hand written, it 
is possible to get an emotional and mental profile.  

Not really admissible evidence but useful when 
looking for the perpetrator.
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Scientific Case File Analysis
Expertise in the exact sciences are necessary to study a 
case file. After finding all the points of evidence offered 
by outside sources, testing their validity, then creating a 
“Peer Review” of the previous work accomplished.  From 
this review, it possibly offers points of study as to the best 
practices recommended and the possible variations in the 
results. These variations might expose a defense from 
guilty to not guilty.  The resulting report would include 
suggested cross and direct lines of questioning to bring 
out these possible discrepancies.

Trace Evidence
The processing and examination of evidence gathered at the scene, will, of course, use all of the 
expertise found in the above references.  Additional lab work on the evidence may also be needed 
to offer a peer review to some of the 
work done by the state crime lab, or to 
perform the tests not previously com-
pleted. 

Processing hair or using tested field 
tabs for drug testing, analyzing bullet 
trajectory, looking for similarities in fi-
ber profiles, all requires the equipment 
and expertise to accomplish the tasks 
successfully.
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Audio / Video Enhancement
Body wire, interview and phone recordings carry important information. However most are not 
recorded with the best quality. Bringing this to the court becomes frustrating unless the process of 
enhancement brings out the evidence. Video security recordings are notorious for bad 
quality. Most systems are installed by sales people and not by trained technicians. The ineffective 
design of a security system is the chief reason for intelligence failures. Although there is no way to 
completely compensate, most times enhancement can make the evidence more useful. 
Highlighting and enlarging on important parts of the video.  Separating the conversation from 
the traffic noise.  Discovering the location and P.O.V. of the camera that took the picture. 
Incident Reconstruction
The first step in reconstruction is learning how and when to use the basic formulas 
supplied in the text books. This allows the technician to measure the scene and create 
the most probable scenario working backwards in time.  But if you know more than the 
formulas in the book, and understand the physics, then the formulas can be tailored to 
the scene for a much greater accuracy.
   Expertise in the physics and math are needed to reconstruct the incident using known parameters gathered from the scene.  This 
is the second step of the engineer.   Analyzing statements, creating a time line, with key points designated by information gleaned 
from discovery.  Able to understand why we have the results, not just plugging numbers into formulas.  We have even crashed cars 

to prove the results found in the animation analysis.  

Click to expand 
contents of texts

Court 
Presentations
When all the evidence has 
been analyzed and the test-

ing and reconstruction is done, then there has to be a clear and concise way 
to present the result to the court.  Old school was boring and time consuming 
with drawings on the board, or slides on the screen.  It also required too much 

to the imagination.  Far better is to show the event in real time.  Animation is 
the way to explain it to everyone.  “Show and tell” is the key.  Using mock 
ups and physical exhibits. Bringing the lab to the court room is what 
makes an impact, allows the court to see and touch. Contents
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Fuming EnvironmentAlternate Light SourceLatent Fingerprint
Fingerprint Lab
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Fingerprint Processing and Comparison
You have watched TV programs with the science geek running a computer program that compares a latent print with AFIS, the FBI database.  
Then the match is found and it displays the 6 points of minutia which is then declared the match.
In real life the latent print being match is rarely as pristine as it 
shows on TV.  Usually working with mostly partials or smudges, 
once in a while you do get something clean and full.  That makes 
the day of any CSI.
Then the minutia count.  For a long time the number of points were 
up to the policy of the lab doing the work.  The problem is that many 
unrelated prints have points in common.  Even if they are not from 

that person.  And there may very well 
be points on the computer screen that 
are not really minutia points, they may 
be flaws in the lifting or scanning tech-

n i q u e .    
The FBI 
finally de-
c l a r e d  
that the 6 
- 8 points
is just
not good
e n o u g h ,
and to be
certain, the comparison has to reveal at least 10 or
more.  But that is not the end.  The computer making
the comparison only gives a possible match, the tech
has to actually examine the print and make sure that
all the points in common appear in the right place.
Knowing this gives us something to look for when 
we are analyzing discovery or processing prints for 
a client.

Not being law enforcement, we don’t have access to 
AFIS, but we have developed ways of creating da-
tabases specific to the case at hand.  And we train 
with Sirchie a couple times a month to keep up on 
the latest technology and procedures.Contents
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Computer and Mobile Forensics
When the need is crucial to document the activities of a 
subject, the first place to go is the source of their daily 
communication: Cell tower traffic and tracking, text 
messages, emails, and web search files. Nothing gives a 
better profile in one step than digital forensics.
Computer and mobile device forensics are the keepers of 
your life.  Everything that you do during the day has  crumbs left in storage.  Same 
is true for the subjects of investigations.  The ability to thoroughly extract this 
information from of these devices, is not an easy task.  The reason why items are 
on these devices is even more important than the fact that they are there.

Technical Surveillance Counter-measures
TSCM is the process of securing a location from unauthorized electronic collection of proprietary 
information.  It is the process of discovery, identification and removal of surveillance devices.   
This concept is a highly specialized service that demands a thorough knowledge of the theory of 
every device possibly used to invade your privacy, and the understanding of the equipment and 
proce-dures to locate such devices.
The proliferation of bugging devices has made it possible for almost anyone to have the capabil-
ity of obtaining access to your private information.  Digital recorders, audio and video transmit-

ters, camera and phone taps are all 
readily applicable as bugs.  We not 
only understand the technology, we 
created some of it.
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Perimeter Security Assessment & Design
Whether business or home, these are the containers of the people you care about and the property that 
needs protection.  In many cases you would have a number of perimeters: The property line, which 
is the first under your control, the access points to the building, the foot traffic restriction within the 
build-ing.  Each needs to be addressed to keep the unauthorized away from sensitive materials.

Do you allow public traffic on to the property?  Where are they allowed to park?  Is there pedestrian 
traffic?  Is access 
to the building lim-
ited?  Are there oc-
cupants that control 
access?  Do you 
keep track of ac-
cess?  Is the build-
ing laid out separat-
ing activity by floor 
or hall?  Is the most 
sensitive stored in a 
controlled environ-
ment?  Is access 
monitored?  

If something does 
happen anywhere 
with your confines, 
do you have a way 
of looking back at 
the history of the 
event from the be-

ginning?

Click to 
expand 
contents 
of texts

Contents



Seminars
Through out the years, our knowledge base has been shared.  State asso-
ciation conferences, Bar Association luncheons, and independent seminars 
have gathered interested parties.

Court Presentations and 3D Animations
We show examples of science and technology finding: S tatement errors, 
misleading information and other conflicts, bringing clarity to complicated cases.

Technology / Scientific Case File Analysis
Rapid evolution of forensic science procedures and equipment has made the puzzle 
pieces of scientific evidence show up in even the simplest of cases.  As case complexity 
increases, informed assembly of the puzzle can tell: what pieces quite don’t fit, which 
ones have been modified and which ones don’t belong at all.

Crime Scene Protection and Collection
Stepping through the process involved in securing and collecting evidence from a crime 
scene guided by Wisconsin DO J standard procedures as well as many other internation-
ally recognized references, that all evidential evidence should reflect.

Surveillance and Investigative Techniques
Attendees are lead through a case, starting with the theft of classified documents from a 
government contractor.  Procedures and equipment used for discovering and analyzing 
evidence are discussed.  Also, counter-measure tactics used by subjects.

Practically Murder
TSI has developed a Crime Game to be played by attendees.  Walk through the scene 
and collect the evidence.  Interpret the video, Audio, and lab results as well the witness 
statements and records..
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It is not possible to include all references
studied and experience gained over decades.

The titles included are JUST the foundation of the
expertise absorbed from formal and self study,

offered to demonstrate the breadth and
depth of knowledge of TSI.

Each volume is linked from the cover scans found
on related pages above and from these volume

back to the services to which it contributed.
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Most people call it burglary, but when it’s done for Uncle Sam, “Sur-
reptitious entry” is the preferred piece of verbal camouflage used to 

mask I’.S, government breaking-and-entering operations.

Scoring an important publishing coup, Paladin has discovered and 
now makes available this long-out-of-print historical classic, written 

by one of the pioneers of illegal clandestine trade-craft. Willis George 
(author of “ Locks, Picks, and Clicks and other lock-picking and 
safe-cracking training manuals) learned the criminal trade while 

working as an undercover U.S. Treasury agent among narcotic and 
alcohol smugglers in Cuba. 

He went on to become the top investigative agent for U.S. Naval 
Intelligence, breaking into the offices of suspected Nazi spies and 
gathering incriminating evidence for prosecution. Finally, George 
joined the famed OSS and was appointed chief instructor of sur-

reptitious-entry techniques, eventually heading his own lock-picking 
and safe-cracking team in wartime Europe.  This insider’s story of 

counterespionage could be used as an intelligence-gathering training
Manual. It is also a timely expose on how the  U.S. government will 

circumvent the law in the name of national security.
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History of locks and keys

1 How to Identify Cylinder Keys and Blanks
2 Duplicating Cylinder Keys

3 Duplicating Flat Keys
4 Making Standard & Antique Bit Keys

5  Fitting Keys to Warded Padlocks
6  What is a Security Lock

7  Level Locks
8  Pin Tumbler Cylinder
9 Pin Tumbler Cylinder

Changing Combinations and Fitting First Keys

Advanced Data on How to Disassemble a Pin Tumbler Cylinder 
Without a Key
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A Technical Analysis of Bumping
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Investigative Law Offices

Document 060922107

SYNOPSIS: 
THE REAL WORLD OF BUMPING 

LOCKS
Every commercial location and every consumer can potentially be 
the victim of a technique of opening locks known as bumping. If 

they use conventional pin tumbler cylinders where they live, work, 
or transact business, then they may be at risk. 

A separate report has been released that demonstrates that 
millions of post office rental mailboxes provided by the U.S. 

Postal Service and by a private global mail delivery service can 
be opened in seconds with a bump key. There are hundreds of 
millions of pin tumbler locks worldwide, and thus, this is not an 

abstract issue. Although mailboxes may require a higher level of 
security, there are hundreds of other applications that may be just 

as critical and vulnerable.

This analysis presents detailed information regarding the security 
threat posed by the “999” or bump key. Although there has been 

a significant amount of attention paid to the topic of late, there are 
complexities that must be understood to accurately gauge its im-
pact upon security. As noted in the following material, the critical 
issue is the ability to obtain any key that fits the target lock. This 

requires the identification of the manufacturer and keyway so that 
a proper bump key can be produced.

If that challenge is met, then there is ample documentation that 
virtually all conventional pin tumbler cylinders are at risk. As will 
be noted in our discussion, the practical issues in obtaining keys 
depend in large measure upon the location of the target lock and 
whether it has a special keyway that may not be readily available. 

In addition, if the lock utilizes sidebar technology, then the task 
becomes a great deal more complicated and will likely result in 

failure.
To put this discussion in proper perspective, each of the following 

steps must be successfully completed in order to have a high 
probability of opening conventional five or six pin locks as well as 
“standard” dimple locks within a few seconds. None of the steps 
are particularly complicated, but failure at any stage can result in 

the inability to open the lock.
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Master locksmith Steven Hampton, author of the best-sell-
ing Secrete of Lock Picking, takes the art of picking locks 
one step further with Modem High-Security Locks. Here, 
he collects some of today’s most popular pick-resistant 
locks and sets out to see which ones hold up to their 

claims.
Generally speaking, the more complex a lock, the more 
secure it is. However complex the lock gets, though, it 

must he durable, dependable, and user-friendly. It has to 
be tough enough to endure physical attack, but it can’t be 

machined too tight or it will jam up with just a breath of 
dust. It must be simple and easy to lock and unlock with 
its key, or the customer will not pay the higher price for it. 
It is this delicate balance between security and utility that 
allows the locksmith to open this new generation of locks.
Hampton shows locksmiths how each lock is picked and 
how long it will take. He details the tools of the trade and 
includes patterns and instructions for making your own 
picks and tension wrenches. He even includes ancient 
Tibetan Buddhist tantric visualization exercises to help 
locksmiths learn to “see” the inner workings of the lock 

within the mind’s eye.
Veteran locksmiths or those new to the trade will find 
Hampton’s latest book an invaluable source book. For 

academic study only.

Chapter One
Let’s Rap About Locks

Chapter Two
The Father of the Pick Gun

Chapter Three
Mr. Majestic

Chapter Four
The Segal Patent

Chapter Five
Genesis of a Pick Gun

Chapter Six
The Miskill Patent

Chapter Seven
The Moore Patent

Chapter Eight
The Crasnianski Patent

Chapter Nine
Agency Lock-Opening Device

Chapter Ten
The Cooke Patent

The ability to open locks without keys is one of the few awe-inspir-
ing skills left in a world where mechanical marvels and electronic 

wonders are boringly commonplace. Yet it is a skill that is no longer 
monopolized by locksmiths who jealously guard their secrets. The 
pick gun has taken the art of lock picking away from a select few 
and democratized the ability to open locks by mechanical means.
This book gives an overview of the mechanical principles of pick 

guns—how they work and how to use them—and traces the 
development of the pick gun from its inception in the 1920s to 

today’s revolutionary devices. Included are the original patents for 
lock-picking guns by Epstein, Segal, Miskill, Moore, Crasnianski, 
and Cooke, as well as instructions for pick guns used by the FBI 

and federal intelligence agencies. Photographs depict homemade 
pick guns designed by the author, made out of such ordinary items 

as coat hangers and clothespins.
Though sometimes abused by criminals, industrial spies, and 

government agents, the pick gun has by and large been a boon to 
the professional locksmith and a terrific aid to law enforcement and 
even national security. Because of the potential for abuse, however, 

this book is offered for information purposes only.
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“Uploading tape to a computer takes forever,” says Greenwold. “If 
you shoot an hour of tape, up loading it to a hard drive to edit, en-
hance, zoom or whatever can take almost as long as it did to shoot.”
Another disadvantage of tape, he says is needing to fast forward or 
rewind to find the required evidence.
Using a 5 GB PCMCIA hard drive for storage, Tardis eliminates up-
loading time and frame-searching headaches, “Tardis records every-
thing on a hard drive in the first place,” says Greenwold, who about 
three years ago noticed that a PCMCIA hard drive is about the same 
footprint as a cigarette pack. “Pulling the drive out of Tardis and in-
serting it into the PCMCIA slot on the laptop takes about as long to 
say as it takes to do.”
Digital video offers many benefits. Video files are stored in an MPEG 
2 format (the same compression used to make DVD movies). Re-
sults are a cleaner and higher resolution picture. There is no need 
for fast forwarding or rewinding because MPEGs can be random-
ly searched. Each time a recording is made, a time-stamped file is 
generated on the drive in the folder named “mpg.” When playback 
is required, the- file is opened and can be “scrubbed” to the desired 
frame on most MPEG 2 players. If desired, the files can be burned to 
DVD. A date/time stamp is imprinted on each frame with a single line 
of text to label the scene. This data block is displayed on the screen 
in the user’s choice of colors and sizes. Cameras or microphones 
are not included in the basic set. Tardis is compatible with most 
equipment on the market, Greenwold says, including the Bureau of 
Technical Services’ first product, the Wristcam, the world’s first video 
camera in a wristwatch. Both NTSC and PAL formats are supported 
by Tardis by just selecting the format in the set up menu.
Parameters
Although Tardis is small, its capabilities are big.
While some consumer digital photo cameras can store about 45 
minutes of low-resolution video, Tardis’ memory card can store up 
to 8 hours of recording. The video quality and time of recording are 
a trade off, of course. Tardis resolution ranges from video similar to 
what can be seen from a Webcam on the long record time to video 
seen on DVD HD 720P in the 2-hour mode. Specifically, the trade 
oils on the 5 GB drive are:
• Extended record (similar to a Webcarn, no audio) — 469 minutes, 
360x240 p, 15 frames per second,
• Low resolution — 247 minutes, 720x480 p, 29.97 frames per sec-
ond.

• Medium resolution 
(similar to VHS)— 151 
minutes. 720x480 p, 
29.97 frames per sec-
ond.
• High resolution (simi-
lar to DVD) — 110 min-
utes, 720x480 p, 29.97 
frames per second.
For optimum playback, 

a computer with a minimum of 2 GHz Pentium 4 processor with 256 
mg RAM is recommended.
Models
Tardis, which Greenwold says is the smallest digital video recorder 
on the market, is available in three models.

Greenwold realized that 
if Tardis was going to be 
inside a cigarette pack-
age and totally covert, 
it couldn’t have wires. 
The Tardis RF (radio 
frequency) model has a 
built-in wireless receiver 
to receive the signal from 
a camera that can be on 
your body or set up in the 
room being surveilled. 
The operating frequency 
for the video/audio re-

ceiver is 908/922 MHz FM modulated. A 120 mw law enforcement/
government transmitter can be used with Tardis for wireless surveil-
lance.  For those who only trust hard-wired systems, the same RF 
model comes with an environmentally protective housing/docking 
port. Tardis is pulled out of the cigarette pack, put in its adapter and 
plugged into a wired camera. Audio can be wired and video can be 
wireless or vice versa. This Tardis model is 15mm wider than the av-
erage package of cigarettes (2.7 inches by 3.9 inches by 0.9 inches). 
Because the package is two cigarettes wider, a special cigarette
package is required and comes with the set. Replacement packages

are available. The package is the same size as the seasonal 25-cig-
arette Marlboro 100’s hard pack.
Another Tardis model is sold exclusively by Security Products Inter-
national (SPI) in Pottstown, Pennsylvania, a company specializing 
in covert and overt video integration for law enforcement. (SPI also 
offers Tardis RE) Tardis SPI is the exact same size as a standard 
pack of 100’s (2.1 inches by 3.7 inches by 0.9 inches). This model is 
smaller than the RF Tardis because it does not have a receiver for 
wireless surveillance. The Tardis SPI is designed specifically for on-
the-body recording with wired inputs.
Erik Dzieiski, vice president of SPI for 13 years, agrees there’s noth-
ing else like Tardis that will fit in such a small space and do so many 
things, but he says wireless doesn’t always work.
“Due to FCC regulations, you can’t make wireless transmitters pow-
erful enough to transmit through buildings, for example,” he says. 
“But if you’re wearing the hard drive recorder, you’re guaranteed that 
you’ll get what you want to record.”
A third model, the audio/video (A/V) version, also for wired surveil-
lance is functionally the same as Tardis SPI but half as thick (2.1 
inches by 6 1/2 inches by 4 inches).
Modes of operation
All three Tardis models have four modes of operation:
• Normal “camcorder.” Push a button once to record and again to 
pause; hold the button to shut down.
• Delayed start (up to 72-hour delay) like a VCR can he programmed 
to start recording at a specific time. It will record until you stop it or 
it runs out of memory. An investigator does not need to be present 
for recording to start.
• Event recorder with an alarm trigger. As an event recorder, the re-
corder starts recording 
0.3 seconds after a se-
lected external trigger 
goes off. Greenwold 
notes this is 10 times 
faster than the industry 
standard, 3.0 seconds. 
External alarms that 
can be plugged direct-
ly into Tardis include 
an IR motion detector 
and a “pixel alarm.”A-
ny type of switch clo-
sure will work as an 
alarm.
• Quasi time lapse with 
user set-table durations. Recording time can be 5 seconds up to 
a half hour and the recorder can be turned off for 5 seconds to an 
hour at an interval. This saves the battery and extends the recording 
time for events that do not require continuous monitoring. In fact, the 
recording can last for days.
All four modes of operation arc set up by the investigator using a GUI 
interface. This information is stored
on the same hard drive as the video. After everything is set up within 
Tardis, the user can determine if Tardis is following its expected op-
eration by looking at an LED light with three colors that might be on 
constantly or blinking slow or fast. In all, the light gives nine different 
indicators, making an easy language for understanding and monitor-
ing Tardis’ operations.
The battery that powers Tardis is an internal lithium ion battery. Be-
fore portable operation, (he battery requires charging, which can’
take up to 3 hours. While charging and connected to the A/C supply. 
Tardis can be used.
What’s next?
The design for Tardis is patent pending. The system also will be 
available in other covert packages including a clipboard, so an in-
vestigator can record everything in view While walking around and 
inspecting an operation. Any feature changes within Tardis likely will 
be made without hardware changes, Greenwold says, noting typical-
ly changes can be made via a disk or file transfer.
With regard to the hardware, Greenwold does not foresee the PCM-
CIA card slot disappearing anytime soon. “It may not be long before 
the drive will go to solid state memory, but the PCMCIA form factor is 
too useful to go away too quickly,” he says. “The hard drive capacity 
will increase and so with it. The length of recording.”
Tardis is a name chosen after the Tardis of Dr. Who fame. It was 
bigger on the inside than on the outside. Tardis is the first of four 
pieces of equipment Greenwold designed to handle most of the 
circumstances investigators encounter while in the field. All of the 
equipment will easily fit into a briefcase. When asked what the other 
three pieces will be, Greenwold described them generically as the 
environmental monitoring system, the remote viewing system and 
the “where are you?” system. While the pieces are designed to com-
plement each other, they also will be able to stand on their own.
Until then, if you are in need of a new digital recorder, you might 
want to check out Tardis. You’ll probably find yourself saying, “Holy 
smokes.” •

Tardis
Worlds First Portable

Digital Video / Audio Recorder

If you know surveil-
lance equipment, it 
takes more than a 
transmitter hidden in-
side a cigarette pack 
to impress you. With 
Tardis, the latest inno-
vation from the Bureau 
of Technical Services 
in Chippewa Falls, 
Wisconsin, (he ciga-
rette package holds a 
two-channel FM au-
dio/video receiver and 
DVD-quality recorder.
Dovolos and Associ-

ates of Edina, Minnesota, uses a lot of video equipment to capture 
images as evidence, but George Dovolos. Private investigator for 35 
years, hasn’t seen anything like Tardis.
“The fact that it is many pieces of equipment in one cuts my buying 
costs and adds flexibility,” he says.
Dovolos appreciates having a selection between a wireless video 
receiver or hardwire inputs and the versatility of having a video re-
corder, video time lapse recorder and video event recorder — all in 
one small package.
Getting rid of tape
Private investigator and Bureau of Technical Services CEO James 
Greenwold, came up with the idea for Tardis. He started building 
surveillance equipment as a hobby 40 years ago. His hobby evolved 
into the predominant division of his business, Tactical Surveillance 
Inc., Which has three divisions in all:
• The Bureau of Technical Services designs and builds surveillance 
equipment and offers contract forensic laboratory support to inves-
tigators.
• The Tactical Surveillance Insertion Team offers quick response
Tardis is disguised in this bonus pack of Marlboro 100’s.
technical .surveillance nationwide. • Knight Hawk Investigations is 
joined by the Tactical Surveillance Insertion Team, as the proving 
ground for the design of equipment built by BTS.“I try out everything 
on the market in the attempt to make our investigator’s job easier 
and require less equipment to carry around,” says Greenwold, who 
wasn’t fond of attempting to conceal a MiniDV recorder in a fanny 
pack or under his arm because “it just wasn’t elegant.”
With his company’s latest solution, this investigator with an engineer-
ing background wanted to utilize digital video random access tech-
nology and at the same time get away from the upload time required 
by using MiniDV or any other medium with tape.

Wristcam
1993

Worlds First Video Camera in 
a Wristwatch

640 x 480 Resolution
Black and White
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